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Discussion Questions
Instructions: Answer the following Discussion question: Use the Internet to research defenses against injection attacks. What are the defenses to protect against SQL injection, XML injection, and XSS attacks? How difficult are they to implement? Why are these defenses not used extensively?
Defenses against injection attacks.
Injection vulnerabilities are flaws that make it possible for the user to move out of the web application context. It occurs when the web application inserts the user input into a backend database or a shell command making the application vulnerable to attacks by hackers
What are the defenses to protect against SQL injection, XML injection, and XSS attacks?
SQL Injection attacks can be prevented through some walls which can be placed in the path of SQL. Data sanitization allow for filtering user inputs against context. Using a web application firewall such as ModSecurity for filtering harmful web requests. Suppression of errors by keeping them local, application of software updates and elimination of unnecessary database capabilities are all ways for preventing SQL injection attacks.
Prevention of XML injection is possible through management of the user input before the access to the main program code. If all the inputs are considered unsafe, proper monitoring assures safety. Therefore, proper syntax functions must be employed from the XML library.
XSS injection attacks on the other hands can be handled through escaping the user input which is done by taking the data an application has received, ensuring it is safe before transferring it to the end user. Input validation to ensure correct data and protection against harmful data.
How difficult are they to implement?
Implementation of defense injection attacks protection mechanism requires a modification to the network protocol which needs some programming knowledge. Therefore training is necessary here. Furthermore, some additional equipment may be necessary for proper implementation which may prove expensive.
Why are these defenses not used extensively?
These defenses are not extensively used due to ignorance. Many people do not take the issue of security on SQL, XML and XSS seriously. This has made many to ignore the role played by the various preventive measures.
